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About me: From medicine, to computer science and back
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Clinical Data Science (CDS) group
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Part of the CHUV “Biomedical Data Science Center”
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https://www.chuv.ch/en/bdsc/

30+ collaborators
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BDSC’s 
Mission

Accelerating the organization 
and exploitation of biomedical 
big data to enable personalized 
medicine.
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Key principles
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Ethics Data Protection

Data Science

• Respect for privacy
• Patient engagement
• Consent

Patient
centricity

• FAIR data guiding principals: Findable, 
Accessible, Interoperable, Reusable

Data 
centricity

• State of the art secure infrastructures 
to facilitate data access and 
management

• Principled and mathematically-based  

Modern and 
principled 

tools

Dr. JL Raisaro, PhD - Clinical Data Science Group - BDSC



Our two complementary research areas
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• Privacy-preserving health data sharing
• AI-based clinical decision support tools
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From imprecision medicine …
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For every person they do help (blue), the 
ten highest-grossing drugs fail to improve 
the conditions of between 3 and 24 
people (red)
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… to precision medicine
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– Personalised prevention of 
sudden cardiac death

• €20m EU H2020 project led by the Leipzig Heart Institute

• Development of a new model for predicting risk of sudden cardiac death 
in patients with myocardial infarction

• 19 datasets from Europe, Israel, and US,  ~225,000 patients

• Evaluation in two multi-center, international trials

• Basis for future clinical guidelines of the European Society of Cardiology

• Targeted cancer treatments (e.g., 
immunotherapy)

• Prevention of sudden cardiac death 
(SCD) 
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The end goal
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||ID$|$SIS 17$May$2018Diana$Coman$Schmid 5

Personalized Health >%Data%Driven

The%goal%is%to%provide%the%right%treatment,%an%the%right%moment%to%the%right%patients%(precision%
medicine)%and%in%the%same%time%to%ensure%as%many%people%as%possible%stay%healthy%
(preventionP%personalized%health).

*$https://understandingpatientdata.org.uk/

Provide patients with the right treatment at the right time through advanced data analysis using large volumes 
of medical data (big data) and artificial intelligence tools.
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Many open challenges 
still ahead of us

• Data sharing and privacy
• Data standardization and 

interoperability

• Transparency and reliability of data 
and AI algorithms 

• Patient safety and accountability

• Human-AI interaction and 
workforce displacement

• Education of an AI-literate 
workforce 
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Sharing health data is (extremely) hard
Technical challenges:

• Vendor lock-in EHR systems
• Lack of semantic interoperability
• Cyber security

Cultural challenges:
• Data ownership
• Reputation

Legal and ethical challenges:
• Stringent regulations
• Consent
• Incompatibility of regulations across jurisdictions
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Solutions in place today at CHUV/UNIL for 
open data
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Dr. Patrick Furrer

Dr. Cécile Lebrand
Dr. JL Raisaro, PhD - Clinical Data Science Group - BDSC



RISK-BASED DE-IDENTIFICATION: A 
POSSIBLE WAY FORWARD?
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Reminder on the legal context
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Coding vs. Anonymization
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Data are supposed to be truly anonymized, if re-
identification of a person is only possible with 
a disproportionate effort.

Coded or pseudonymized data are de-identified data 
which are still considered as personal 
data. 



Data identifiability continuum (technical 
definitions)
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Truly 
anonymized 
data

Personally 
identifiable 
data
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A “Quasi-identifier” conundrum
Sweeney. Journal of Law, Medicine, & Ethics. 1997

Credit: Prof. Bradley Malin, 
Vanderbilt University

5-Digit US ZIP Code 

+ Birthdate 

+ Gender 

63-87% of USA 
estimated to be unique 

Sweeney Tech Report 2000; Golle WPES 2006; Benitez & Malin JAMIA 2010 13 

A “Quasi-identifier” Conundrum 

ZIP Code 

Birthdate 

Gender 

Name 

Address 

Date registered 

Party affiliation 

Date last voted 

Voter List 

Ethnicity 

Visit date 

Diagnosis 

Procedure 

Medication 

Total charge 

Hospital 
Discharge Data 

High Profile 
Re-identification 

Sweeney. Journal of Law, Medicine, & Ethics. 1997 44 
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A Simplified View on Risk 

P(reid) | 
  P(attack) * 

  P(reid | attack) 

 

• Use Agreements 

• Pay for Access 

• Unique Login / Pass 

• Audit 

Deterrents 

• Uniqueness 

• Replicability 

• Availability 

Data 
43 

Credit: Prof. Bradley Malin, Vanderbilt University

Re-identification risk as a function of data 
risk and context risk

Context



What do we mean by context?The exact definition of the context is illustrated in Figure 3. It consists of characteristics of the data 
recipient / holder, the contract or data use agreement, and the data itself 33. 

 

Figure 3: Definition of the data context. 

 

This is illustrated in the diagram in Figure 4. Here we see that the overall risk is a function of both, the 
data risk and the context risk. When expressed as probabilities, the overall risk of re-identification is the 
multiplication of these two numbers.  

This means that the same data can have different levels of risk if it is processed in different contexts. But 
it also means that the same data can have different risk levels as it moves from one organization to 
another in the same data flow (i.e., over time). For example, if the data moves from an organization 
performing analytics to a say, a researcher, the risk may be low in the first instance but increase in the 
second instance after the transfer. 

33 El Emam (n 47). 

14/19 © 2017 Privacy Analytics Inc. – All rights reserved. 
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Credit: Prof. Khaled El Emam, Ottawa University
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Data de-identification in the SPHN

22



A phased and iterative process
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Therefore, the act of anonymization is focused on the quasi-identifiers only. The assumption is that 

pseudonymization has already been applied to address re-identification risks from direct identifiers. 

The second is that risk-based methods are quantitative. The quantity that is being measured is the risk 

of re-identification of an individual in the data. The initial step is to set an acceptable threshold for this 

risk. This means that the acceptable risk of re-identification is going to be some value larger than zero. 

Setting the threshold at zero risk means that no useful data will be shared at all.  

The actual risk of re-identification is then measured on the data. This measured value is compared to the 

threshold. If the measured risk is above the threshold then the data is not considered anonymous. If the 

measured risk is below the threshold then the data is considered anonymous. If the data is not 

anonymous then various transformations can be applied to bring the measured risk below the 

threshold. These transformation may include generalizing certain values in the data (for example, 

generalizing a date of birth to a year of birth), or suppressing certain values in the data that make 

individuals stand out. 

The general measurement process is illustrated in Figure 2. 

 

 

Figure 2: Overview of the risk measurement process. 

 

The third concept pertains to the context of the data. The actual risk of re-identification is a function of 

both the data and the context. The context represents the security, privacy, and contractual controls 

that are in place. For example, one context can be a public data release (e.g., an open data initiative). 

Another context would be a researcher who analyzes the data in a very secure enclave. These are two 

very different contexts and the risk of re-identification is different in each of these, even for the same 

data. 

13/19 © 2017 Privacy Analytics Inc. – All rights reserved. 

 

 
Figure 4: Re-identification risk is a function of data risk and context risk. 

15/19 © 2017 Privacy Analytics Inc. – All rights reserved. 
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SPHN Risk assessment framework
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• Multi-dimensional assessment (data + context) 
• Developed by experts on data protection and data 

privacy from the 5 Swiss University Hospitals, SIB 
and international experts

• Presented to Swissethics
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SPHN Risk assessment framework
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Data de-identification – phased approach v1.0 

 

SPHN | Swiss Personalized Health Network  12 | 27 
 
 

Table 1. Overall risk profile evaluation table (example for a specific research project) 

 

  

Table 2. Risk value and risk score thresholds  

  

In case the risk is identified as medium or high, the calculated risk profile needs to be further evaluated to 
potentially reduce it (Step 2 – Risk mitigation). 

 

3.2.2.2 Step 2 – Risk mitigation 
Selected answers or rules should be reviewed if the project risk profile calculated at the end of the step 1 (i.e., 
risk assessment) is: 

1) either high or medium 
2) and, at least, one high-risk answer or rule has been selected. 

This analysis of high-risk answers and rules should be dedicated to reducing the re-identification risk profile 
by mean of mitigation actions conceivable and acceptable in the scope of the research project (e.g., improving 

Controls (geographic risk, contracts and policies,
 cohort size and profile, data access, 
infrastructure and security)

Risk value 
subtotal Category weight Risk score

Number of high risk answers 6

BioMedIT usage No

Data (demographic and administrative, 
multimedia, genomic variables and DICOM attributes)

Number of high risk rules: 5 112 50% 2

Number of high risk 11 0,75

50% 1

Risk assessment outcome

Total Risk Score:

94

Project risk profile

Data de-identification – phased approach v1.0 
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• Multi-dimensional assessment (data + context) 
• Developed by experts on data protection and data 

privacy from the 5 Swiss University Hospitals, SIB 
and international experts

• Presented to Swissethics

https://sphn.ch/network/data-coordination-center/de-identification/
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Next step: RDeID SPHN Demonstrator project
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Goals of RDeID: automation and validation
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Service

AP
I R

ES
T

User’s laptop

HTTPS
Lib ARX

Authorized risk threshold
Internal project CHUV
External project (e.g., SPHN)
Publication of dataset

DPO / Ethics committee

Real data

De-identified data

Dr. JL Raisaro, PhD - Clinical Data Science Group - BDSC



28

Data privacy vs. data utility trade-off
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OTHER SOLUTIONS?
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Synthetic data: a promising solution to alleviate 
the concerns on the privacy-utility trade-off
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• Can address privacy concerns associated 
with real data 

• Can address bias in real data with synthetic 
data diversification

• Can be a cost-effective approach for 
creating large datasets 
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Great expectations…
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A few real-world use case examples…
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A&E Synthetic Data - Datasets - NHS England Data Catalogue
Synthetic dataset (iknl.nl)
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… But we need to carefully and systematically 
evaluate the residual risks and utility 
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Take-home messages
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A new biomedical data science center has been created at CHUV 
to accelerate research and innovation around digital health and 
precision medicine

Work in progress to develop a new privacy-preserving data sharing 
tools at CHUV to facilitate research and open science

This work cannot be done in “silos” and we need a collaborative 
effort between, researchers, computer scientists, legal experts and 
regulators to validate and adopt these new approaches
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